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B apxutekType rnobanbHoro (nyckarm KOTopbiii MHOrAa BbIFMAAMUT Kak NoKanbHbin 6rr) ynpasnsiemoro xaoca y MU (kak npaktmyeckoro
MHCTPYMEHTapusi KOHEYHO, a He pa3roHsIEMOW Mo Thi-Tynam U ronfiaHAcko-pybaickum Tenecpamam TeopeTyeckom
KOHcnuposioxuyeckomn 60TBbl) 6yAeT CBOS HMLLIA U B CEKTOopax, rae co6CTBEHHO OHbIN 6yneT peanM3oBaH ¢ MaKCUManbHbIMU
HacTpoWKaMmm - T.e. MONSIH NepMaHeHTHbIX pa3bopok non-state actors.

B apxutekType rnobanbHoro (myckai KoTopblil MHOMAa BbIFNSAAUT Kak NokanbHbIi 6rr) ynpasnsemoro xaoca y MW (kak npakTmyeckoro
WHCTPYMEHTaPUs KOHEYHO, @ HE PA3roHSIEMON MO Thl-Tynam 1 ronnaHacko-aybanckum Tenecpamam TEOPETUHECKO KOHCMMPONOXNYECKO
607BbI) OyOeT CBOS HUWA U B CEKTOPAX, Fae COBCTBEHHO OHbI ByneT pean3oBaH C MakCMManbHbIMW HACTPOVKaMW - T.e. MOMSH
nepMaHeHTHbIX pa3bopok non-state actors.

JounTan nHTepecHyto paboTy (Napoyka cranoos 13 Hee), rae nnatdopmol MIA MHHOBALMOHHO (OTHOCUTENBHO APYTUX MPEASIOXEHN)
npegnonaratTcs LS MacCOBOrO NCMOMb30BaHWs B "613He$S$" KOHKYpeHLMM (a He CYTEBOA, KakK 3TO NOApPa3yMEBaETCS B PaLMOHAbHbIX

Mogensix "rocnnaHoBckux”, "kmbep" n npu)



lllustrating the threat:
Stages of Al-Enabled Influence Operations
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Figure 4: Stages of intervention of Al-enabled influence operations. To disrupr a propag
of language models for influence operations, mitigations ean target four stages: (1) Model
Construction, (2) Model Access, (3) Content Dissemination, and (4) Belief Formation. Ultin
vening at these stages attempts to mitigate both the direct and indirect effeets of influence .



MNepeBeny HeCKOMNbKO "KBaApaTMKoB"

ronspm3aums, 10XHble ybexxaeHus, SeQOULINT BHUMAaHWS, CTpax, HeaoBepne

napasav4d rnpuHAaTns peweHm/'r, riogasneHune, noINTUHeCcKuii TyrnuK

UCMOMb30BaHUE - B T.4. HANpPUMep CKaHMPOBaHKS COLL.NPOCTPaHCTBA (a MecTaMm 1 (oOpMOBaHNS 6a3bl OHOMO) C AanbHEWNM
PEKpYTMPOBaHMEM HOBbIX "He YyllnaHoB" B Gpuranbl, N M3rotoBneHnst komnpomara [ nyHkT deep fake attack on reputation ]... Beab
celiyac nNpakTMYeCcKM BCe YTO YrOAHO MOXHO "CHATB", MOCCPMIbM IOMa YTO Ha3blBAETCS M YTO ropasio 6onee NHTEPECHO C yHETOM
COBpeMeHHbIX peanuin "TapretnposaNNo" pacnpocTpaHnTb... NIaHUPOBaHNS ..., HEKOTOPO aBToMaTU3aLUmM PyTUHBI U MPY. NPY. NpY,
cnucok GoNbLLOIA - MO CYTV MECTaMM MPOCTO YNyYlIEHHAS MO COBPEMEHHbIE BO3MOXHOCTM KNlacCrka 1 NoA4YEPKMUBA0 TO, YTO 3anafovat
yXe 3afyManucb Hac4yeT "pbiHKa" non-state actors B Urpe roBoput O MHOrOM.

Size:
Training
Compu- Date of
tation Size: Announce- Primary Access
Model (PFLOP)"’ | Parameters & Organizatioh ment Language Regime
Emnie 3.0 Restricte
Titan 4.2 x 107 260B Baidu Dec 2021 Chinese (APD)
Pan-Gu- - -
alpha 5.80 x 107 | 200B Huawei Apr 2021 Chinese Private
Hyper- Naver
CLOVA 6.30 x 107 | 204B Corp Sep 2021 Korean Private
GPT:NeoX | 9.30x10° | 20B Eleuther Al | Feb 2022 English Public
Yalm-100B | 1.80 x 10° | 100B Yandex Jun 2022 Russian Public
- | [ . 'Restrictes
GPT:3 3.00x 10® | 175B OpenAl May 2020 | English (AP])
Restrictec
Yuan 1.0 4.10 x 10° | 245B Inspur Oct 2021 | Chinese (APT)
Restricter
OPT-175B | 4.30x 10® | 175B Meta Jan 2022 English (license)
BLOOM 6.04 x 10° | 175B | BigScience | July 2022 | Multiple Public
Gopher 6.30 x 10° | 280B DeepMind | Dec 2021 English Private
Megatron- Microsoft,
Turing 1.40 x 10° | 530B NVIDIA Jan 2022 English Private
PalM 2.50x 10° | 540B Google Apr 2022 | English Private
Note: We order the table by training computation requirements as a proxy for capab
Table 5: Illustrative List of State-of-the-Art Language Models.
have matched and exceeded the size of GPT-3 and likely offer similarly impressive capabilitie
access to PanGu-u«, HyperClova, and Wu Dao 2.0 looks likely to remain partially or fully restri
models are public. For example, the Russian Yalm 100 billion-parameter model is openl,
through code repositories on GitHub and /or Hugg,iug_FHr.‘t‘m Some of the Beijing Academy «
Intelligence’s (BAAI) WuDao models are directly downloadable from their websiter"

MpopabartbiBaeTcs 1 "pbIHOK" AN KPYMHSKa (Xopolo caaeTtcs B cybapeHay 1 He TONbKO Konn-LeHTpam) 6yayT N 6pesrosatb aTM



Koprbl (CM. Bblwe cnncok) ? [la, cyas no ToMy, 4TO MPOVCXOOMNT YXe ceryac, BOT HE ¢OaKT... (Kak MUHMYM "MHBECTULMU" B, HAOO
oTbuBaTh).

Ob6s3atenbHbIMU aneMeHTaMy LEENEBOM "NepCneKTUBHON" MOLENMN SBNSIOTCS - HAAHALMOHANBHBIE CETU CBA3M (HE 0653aTENBHO MACCOBbI
Ho 06si3aTeNlbHO HaaeXHbIe) U "pacnepaeneHHas” NCeBao SHEPreTVKa - MPUYEM KCTaTh HoBast AeTaslb - Manoi MOLWHOCTY U
npeanoyTUTeNnsEHO paboTatowas B OCTPOBHOM UnK _cnabo_CBA3AHHOM PEXMME, YTO HE OTMEHSIET _KPYMHO Y3N0BO_ CETKM 13

"mMarnctpanein” (cemdac CTposTCS B YCKOPEHHOM TEMME MHOIO rae).

Takxe T0, 4TO KPUNTY HE CTaNu 4aBWUTb (XOTS MOrAW), @ CyAs No NOCNeAHNM HOBOCTSM
https://www.forbes.ru/investicii/504514-amerikanskie-upravlausie-zapuskaut-novye-bitkoin-etf-posle-resenij-sec Tak 1 sBoobiie
BO3rnaBunn... ,L'J,OI'IOﬂHI/ITeﬂbeIVI WTPULWOK K KapThHe.

Kak T0 Tak.

K mpyrum HoBOCTSM - mogbunu utor 3a 2023bIi Mo 3KCMOPTY MMMOPTY SNEKTPUYECTBA B EBPOCEKTOPE BOT B Tabnuue


https://www.forbes.ru/investicii/504514-amerikanskie-upravlausie-zapuskaut-novye-bitkoin-etf-posle-resenij-sec
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Kak roBopsiT Ha eBpOHbi03 HoykoMMeHTC. Hopru - T'9C, LBenk! - aToM 1 rac

4TOBbl B IHETE HE NasuTb cpasy cnaig,
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Takxe noxanyi neperiay Ha exeHenenbHblii (oopMaT 3aMeToK - MO BbIXOAHLIM - aHOHC cneaytollein TeMbl.

YCTONYMBO M MHK/THO3UBHO.

CAUND

Kak cBsi3aHbl "anbTpynCTuHHbIA" - "aroncTu4HbIf" reH, akernepumeHTsl MapuHbl AbpamMoBuH, oKyuuBaHue "Kpbinta" XxoMsaKkoB, Hymaku ¢
Kawnuposckue, MMM - mapagpoHb! xenaHuii, "3neie" u "nobpsie" ety (kmesHay4gouasm Cobones), cTatncTuka JOHOCOB, "HoBble
yes0Bekn" v npoyas "apumaHLmHa" ¢ BbIX04oM Ha creative disruption ¢ "HOBbIM cpeaHeBeKoBLeEM"?

Ja Hanpsmyro... TyT yxe 60/bLie BOMpOoChl HACHET "TeXHOCGbepb!” COMyTCTBYOLWEN BOSHUKAIOT M Petb HE TO/IbKO PO YC/I0BHbIM
"Letpont".

Ecnn ecTb Yo - HakngpiBanTe B JNINYKY.
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